
FAQ on  

Whistleblowing 

Here are some frequently asked quesƟons and answers regarding our electronic reporƟng channel and 
making reports in general.  

1. Why does it make sense to report on potenƟal compliance violaƟons? 

By your report, we become aware of potenƟally illegal or harmful behavior. Possible violaƟons 
of rules can be detected early on and may be remedied quickly. The occurrence of (greater) 
damage can thus possibly be prevented. We strongly support an open speak-up culture and 
encourage you to inform us about concerns that you may have.  

2. What may I report on? 

Our reporƟng system is open to all types of reports, but especially to reports of discriminaƟon, 
harassment, corrupƟon, embezzlement, theŌ, anƟ-compeƟƟve behavior, money laundering, tax 
evasion and similar offenses. Of course, you can also report violaƟons that pose risks to human 
rights or the environment. 

3. May I report anonymously? 

Yes, you may report anonymously via our electronic reporƟng system 
(whistleblowing.bestsecret.com).  

Please note, that it is easier to process your report, if we know your idenƟty and we encourage 
you to not report anonymously. It goes without saying that if you share your idenƟty with us, 
that we will treat your informaƟon as confidenƟal and will only inform those persons about your 
idenƟty who need to know about it to process your case. 

4. Who else may I report to? 

If you would prefer to not use the electronic reporƟng system, you may contact the compliance 
department (compliance@bestsecret.com) at any Ɵme. Of course, you can also request an in-
person meeƟng. AlternaƟvely, you may report to your supervisor, the legal department, your HR 
business partner or corporate security.  

5. What happens to my report? 

You will find further informaƟon on how we process your report internally in the policy on 
“Whistleblowing”.  

6. Why am I possibly being asked follow-up quesƟons?  

So that we can follow up the report as efficiently as possible and thus ensure that your concern 
is clarified more quickly and beƩer. Of course, you can also answer quesƟons anonymously if you 
have already submiƩed your report anonymously.  

7. What could happen to the person if an important report is made about him or her? 

Of course, that depends on what that person has done. If it's nothing bad, you might just seek a 
conversaƟon with him or her. However, in the case of bad misconduct that severely harms people 
or the company, the person may face disciplinary acƟon such as a warning or terminaƟon. 



8. What personal data is processed about me? 

When you file a report, we collect the following personal data and informaƟon: your name (if 
you have disclosed your idenƟty), whether your are an employee of one of the enƟƟes of 
BestSecret Group and, if applicable, the names of persons and other personal data of the persons 
you name in your report. We also process personal data about you that you provide to us or that 
results from the circumstances of your report, for example, as part of the contact informaƟon 
you provide. Personal data may include your name, work or home email address and/or phone 
number, and other contact informaƟon or posiƟons and job Ɵtles. The actual informaƟon from 
the report itself may also contain personal data.  

9. Is my data being treated confidenƟally? 

Your data will be treated confidenƟally and protected in line with the relevant German and 
European data protecƟon regulaƟons, in parƟcular the EU General Data ProtecƟon RegulaƟon 
(GDPR) and the German Federal Data ProtecƟon Act. Also, the provisions of the German 
Whistleblower ProtecƟon Act (Hinweisgeberschutzgesetz) will be taken into account.  
 
Whenever you submit a report via our (internal) reporƟng channels, BestSecret Group SE will be 
the data protecƟon law controller. If the report relates to an employee employed by another 
company of BestSecret Group, the data may – if necessary for the further processing of the 
report – be forwarded to such other group company. 

10. Are the persons affected by my report informed about my report? 

The data subjects are usually not informed about who made the report. Please note that the 
data subjects usually have to be confronted with the allegaƟons made against them so that they 
can protect their rights of defense. Therefore, it is possible that they will be able to draw 
conclusions from the accusaƟons as to who made the report even if no explicit informaƟon on 
the reporƟng person’s idenƟty is made. In addiƟon, it is conceivable that your idenƟty will be 
revealed in the course of official proceedings, e.g. invesƟgaƟons by the public prosecutor. 

11. Is my data transferred to third parƟes? 

It may be necessary in any individual case that personal data is transferred to third parƟes in 
order to follow up with the reported incident. If we are legally obliged to so or if it is permiƩed 
under data protecƟon law, we may transmit personal data to authoriƟes, for example, to the 
police or the public prosecutor’s office (Art. 6 para. 1 lit. c GDPR). When processing the report 
or in the course of an invesƟgaƟon, it may be necessary to make informaƟon available to other 
employees within BestSecret Group, for example, if the informaƟon relates to processes in 
subsidiaries. We always ensure that the relevant data protecƟon regulaƟons and the German 
Whistleblower ProtecƟon Act (Hinweisgeberschutzgesetz) are observed when passing on 
informaƟon. 

12. Could I suffer disadvantages from my report? 

Whistleblowers who submit their report in good faith, i.e. who themselves believe that it is a 
legiƟmate report, will not be disadvantaged or sancƟoned in any way for submiƫng the report. 
This also applies, of course, if the suspicion should subsequently turn out to be unfounded. 
 
However, we reserve the right to take legal acƟon in the event that the informaƟon provided is 
incorrect either by conscious acƟon or by gross negligence. 



13. What is the legal basis for the whistleblower system and the processing of my data? 

The processing of personal data is based on the legiƟmate interest of BestSecret Group in the 
detecƟon and prevenƟon of corrupƟon, anƟ-trust violaƟons, fraud and other malpracƟces and 
thus in the prevenƟon of damage to the enƟƟes of BestSecret Group, its employees, its 
customers and suppliers. The legal basis for this processing of personal data is a legiƟmate 
interest of Best Secret Group SE according to Art. 6 para. 1f GDPR. 
 
As a rule, there is no right to object to data processing on the basis of the so-called legiƟmate 
interest (Art. 21 para. 1 p. 2 GDPR). 

14. How will my personal data be processed? 

Your personal data will be processed to the extent necessary for the operaƟon of the 
whistleblower system as well as for the invesƟgaƟon of the reports made, e.g. the legal 
examinaƟon of the report. Personal data is stored for as long as it is required for the clarificaƟon 
and final assessment of the report or as long as we are otherwise authorized to do so. The 
provisions of the German Whistleblower ProtecƟon Act (Hinweisgeberschutzgesetz) will be 
taken into account. In general, data will be deleted or anonymized within two years aŌer the 
case has been closed. 

15. May I request an update on the state of my case or the result of the invesƟgaƟons of my 
report?  

We will try to keep you informed about the status and the outcome of our invesƟgaƟon. 
However, this is not always possible for various legal and confidenƟality reasons. Therefore, we 
cannot guarantee to provide you with informaƟon, in parƟcular, if this would jeopardize the 
purpose of the invesƟgaƟon or if confidenƟality, data protecƟon or the rights of defense or 
personality of persons affected by the report cannot be adequately guaranteed. The provisions 
of the German Whistleblower ProtecƟon Act (Hinweisgeberschutzgesetz) will be taken into 
account. 

16. Which data protecƟons rights do I have? 

As a whistleblower you have special data subject rights (Art. 15 et. Seq. GDPR). Among other 
things, the right to informaƟon about the data processed about your person, the right to correct 
incorrect and complete incomplete data and – under certain circumstances – the right to restrict 
the processing of your data or to delete the data processed about your person. You also have 
the right to contact Best Secret Group SE’s data protecƟon officer if you wish to receive further 
informaƟon about data processing or raise concerns about data processing. The data protecƟon 
officer is: 
 
Jana Budde  
intersoŌ consulƟng services AG   
Bernhard-Wicki-Straße 7  
80636 München   
 
You have the right to appeal to the competent data protecƟon authority if you have doubt about 
the lawfulness of the data processing. 

 


